T"DWN a' N2OVW - MIYPN NINWA - TIR'S NM2IN

(NAT DY) NAT-n NIO'W UIDW :ATaYD

AIN] 'D'12 - 28/01-24/01 - 19 VIdw

N'™™I1 NN DYD 2021 — PAT ,'NI'T,'OLD — D'NYD WIDW NXINNN X'N DI NP DIANN no0
D'NINI ip nat outside D'PNIN :VXNNIJI.D'W'ADW NN NIN NIND2LN WIHY |2 972NN .NONN

NP NN

D"II'D W :(6.4.5) 'OLO — 1 2HW .1 I

R2(config)# ip nat inside source static 172.16.16.1 64.100.50.1
R2(config)# interface s0@/0/0
R2(config-if)# ip nat inside
R2(config)# interface s0/0/1
R2(config-if)# ip nat outside

from INSIDE: Server -> ping 64.100.100.1
R2# show ip nat translations
Pro Inside global Inside local Outside local Outside global
icmp 64.100.50.1:1 172.16.16.1:1 64.100.100.1:1 64.100.100.1:1
64.100.50.1 172.16.16.1 --- --- <- the static entry:

from OUTSIDE: PC -> ping 64.100.50.1 <- reaches the server. static works BOTH ways
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R2(config)# ip nat pool NAT_POOL 209.165.200.226 209.165.200.240 netmask 255.255.255.224
R2(config)# access-list 1 permit 172.16.0.0 0.0.255.255

R2(config)# ip nat inside source list 1 pool NAT_POOL

(+ ip nat inside / outside)

3 PCs ping out:

icmp 209.165.200.226:5 172.16 e <- each PC gets its OWN public address
icmp 209.165.200.227:3 172.16

icmp 209.165.200.228:9 172.16

pool of 3, 4th PC: ping fails
R2# show ip nat statistics
Hits: 28 Misses: 4 <- misses = no free address

R2# clear ip nat translation * <- frees them
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R1(config)# access-1list 1 permit 172.16.0.0 0.0.255.255
R1(config)# ip nat inside source list 1 interface s@/1/0 overload

(+ ip nat inside / outside)

3 PCs browse:

tcp 209.165.201.2:1025 172.16.10.10:1025 64.100.50.10:80 64.100.50.10:80

tcp 209.165.201.2:1026 172.16.10.11:1025 64.100.50.10:80 64.100.50.10:80 <- same insidse
tcp 209.165.201.2:1027 172.16.20.10:1025 64.100.50.10:80 64.100.50.10:80 different H

PAT with a pool (part 2 of the activity):
R1(config)# ip nat pool PAT_POOL 209.165.201.3 209.165.201.4 netmask 255.255.255.252

R1(config)# ip nat inside source list 1 pool PAT_POOL overload
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R1(config-if)# no ip nat outside <- everything stops

R1# show ip nat translations <- empty (or stale)

R1# show ip nat statistics

Total translations: @

Outside Interfaces: <- EMPTY. this is the diagnosis
Inside Interfaces: GigabitEtherneto/0/1

R1(config-if)# ip nat outside <- fixed
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